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Abstract—The reliability evaluation of power communication
network is beneficial for the improvement of stable operation
of the power system and the robustness of the power grid.
However, the existing reliability evaluation models of the power
communication network cannot meet the current situation of
timeliness performance, due to rapidly increasing scale and
complexity of information across varying services. In this study,
we used the complex network theory to analyze the structure of
power communication network and constructed the evaluation
index of node (link) reliability of power communication network
based on community reliability. Compared with the traditional
reliability indexes, our index not only considers the influence of
the environment of the node (link) on the single structure of the
power communication network, but also possess the reliability
evaluation rate of the node (link), which have the opportunities
for improving the performance of the reliability evaluation of
the wide-area power communication network. To verify the
rationality of the index, we developed random, low reliability
and high-betweenness deliberate attacks to attack the designated
node (link), and compared the network efficiency before and
after the attack. Based on the simulation results, it can verify
the rationality and superiority of our proposed evaluation index.
Index Terms—complex network, security, community structure, power communication network, reliability.

I. I NTRODUCTION
Power system is a typical system of information and energy
fusion. Each part of the power system needs the support of
the power communication network to ensure the conversion
of electricity and other energy. The basic mode of power
system includes dispatch, participation, power market, power
consumption, power distribution, power transmission, power
generation and so on. It can transform different forms of
energy into electrical energy and transport to a place where
electricity is needed. In the process of power transmission,
the power communication network carries the services of
communication control, basic information transmission and
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effective state perception [1], [2]. With the construction of
the wide area smart grid, more power system services need
to be transmitted through the power communication network.
The dependence of power system on communication network
is increasing, and the influence of communication network
failure on power system is becoming more and more serious,
therefore, the research work for the reliability evaluation
of power communication network is paid more and more
attention.
The reliability of power communication network nodes
(links) as an effective measure of the reliability of communication networks reflects the ability of different network units
to maintain communication in various environments, identify
weaknesses in the network, and provides data support for
network planning and risk management. The existing power
communication network node (link) reliability indicators include connectivity [3], integrity [4], viscosity [5], discrete
number [6], natural connectivity [7] and so on. With the
expansion of the scale of the power communication network,
these indicators cannot provide real-time evaluation of the
node (link) reliability of the wide area power communication
network due to the greatly increased computational time
complexity.
The concept of network reliability was first proposed by
Lee [8]. Most of the early researchers preferred Lee’s evaluation model based on graph theory and physical failure of
equipment, focusing on how to improve various algorithms to
reduce complexity. Since the 1980s [9], network capacity and
congestion began to become the focus of attention. Since the
1990s, network reliability research has become a hot topic,
more and more reliability-related concepts have been put forward, such as performance reliability, availability, completion
[10].
At present, China’s power grid is in a period of high-speed
development, especially in recent years, the power grid is
vigorously developing ultra-high voltage (UHV) power grid
[11]. The UHV power grid line has a long distance and a wide
range of control. The rapid development of the power grid has
brought great challenges to the support ability of the power
communication network. With the continuous construction and
development of power communication network, the network
scale is increasing, the number of power communication core
business will also be increasing, the power communication network system is becoming more complex. The traditional power
communication network reliability assessment method cannot
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meet the demand of the current power communication network
in terms of algorithm complexity and time complexity, and it
is difficult to analyze the reliability of power communication
network in time and effectively. In this paper, we combine the
topological characteristics of power communication network
and the theory of complex network, establish efficient node
(link) reliability index of power communication network, and
improve the calculation method of all-terminal reliability of
power communication network, make it suitable for the reliability evaluation of wide area power communication network.
Our main contributions can be summarized as follows:
• We analyzed the network structure and topological characteristics of the power communication network and
provided proof that the power communication network
possesses a typical community structure. Based on these
measurements, a fast unfolding algorithm is designed,
to mine the power communication network quickly and
identify the community structure.
• Based on the community model, we proposed a reliability
node (link) evaluation method of power communication network, by combining the community reliability
characteristics. With argument the reliability index of
communication node and link, it can effectively find the
important communication nodes (links) in the network, to
improve the reliability of these nodes (links) and achieve
the stable operation of the power grid.
• In the experiment, random attack, low-reliability attack,
and high-betweenness attack are used to attack the designated nodes and links of the power communication
network. Comparing the network efficiency before and
after the attack, the simulation results can verify the
rationality of the reliability evaluation index in our study.
The rest of this paper is organized as follows; Section II,
briefly outlines a list of related works and our motivation.
Section III, modeling and analysis of power communication
network topology. Detailed reliability method of node (link)
in Power Communication Network is presented in Section IV.
Section V, presents the experiment results, and comparison
with completing algorithms. Finally, this paper is concluded
in Section VI.
II. R ELATED WORK
Power communication network is the communication network of power system [12], which carries all the business
of power production information and management. With the
continuous improvement of the automation level of power
system [13], the power communication network plays an
increasingly important role in power production and dispatch.
The reliable operation of power communication is related to
the normal production of power system. Therefore, it plays
an important role in the reliability of power communication
network.
A. Community detection
The community structure of the network is one of the
common features that researchers have found in many actual
networks in recent years [14]. In short, the nodes of the
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network are divided into different groups, where the intergroup nodes are closely connected to the intergroup nodes
and the intergroup node connections are sparse compared
to the intergroup connections. The study of the topological
structure of the community structure in the network is helpful
to understand the characteristic structure and propagation
characteristics of the whole complex network.
The research on the network community mainly focuses
on the community mining algorithms. The network can be
divided into non-overlapping communities and overlapping
communities [15], so the corresponding mining algorithm is
not the same. For non-overlapping communities, the author put
forward the community mining algorithm based on the modularityFastGN [16]. On the basis of FastCN algorithm, Clauset
et.al [17] uses heap data structure to calculate and update the
modularity of the network. A new greedy algorithm is proposed to reduce the time complexity of community mining to
a linear time. Liu et.al makes the community mining algorithm
more suitable for specific business scenarios by improving
the similarity index [18]. For overlapping communities, Li
et.al [19] proposes a clique percolation method, which obtains
overlapping communities by analyzing the overlapping matrix
of factions. Steve Gregory put forward a lot of algorithms
about overlapping community detection, including CONGA
algorithm [20], which takes into account the local betweeness characteristics between nodes, the algorithm can quickly
improve the community overlap detection. The emergence of
these algorithms has greatly enriched the community mining
of modern complex networks, different business scenarios
need to choose different algorithms to implement. The idea
of constructing node (link) reliability index is shown in Fig.
1.
B. Reliability of Power Communication Network
Modern public communication network [21] is a communication system consisting of communication equipment and
protocol. It consists of three parts: transmission, exchange
and terminal. Since the establishment of the first recognized
public communication network in the late 1960s, the communication network has made great progress. In order to
ensure that the public communication network can reliably
transmit information, the research on the reliability of the
public communication network has become a hot topic for
scholars. The communication public network is an integrated
system composed of software and hardware, the reliability
of the public network mainly includes hardware reliability
[22] and software reliability [23]. Scholars mainly measure
the reliability of network topology structure from the four
indicators of network invulnerability, survivability, availability
and completeness. For the study of software reliability, the
researchers have defined software reliability indicators such
as software reliability function, software failure distribution
function, software failure density function.
Compared with the research results of public communication network reliability, the research on power communication
network reliability has accumulated less, and Most research
institutes refer to the results of public network reliability
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research [24], [25]. Because of the characteristics of long
communication distance, fine business granularity, strong realtime and high security reliability, the power communication
provides ”best effort” service relative to the public network.
As a special power communication network in power system, power communication network requires high reliability
services to ensure that power communication services can
access power communication network at any time. At the
same time, in order to meet the real-time characteristics of
power communication, the timeliness of power communication
network reliability evaluation method is also highly required.
The reliability of power communication network is mainly
developed from two aspects: network structure reliability [26]
and service reliability [27]. Traditional reliability research of
power communication network is mainly based on graph theory and probability theory. The author [28], [29] regards communication network as a weighted undirected graph. Based on
graph theory, the reliability of power communication network
topology is studied and optimized. Because of the development
of computer technology, Monte Carlo simulation technology
[30] and genetic algorithm [31] are also widely used in the
reliability research of power communication network. Yang
et.al [31] explores the reliability of power communication
network using improved genetic algorithm.
With the deepening of research and the development of
power communication network theory, scholars began to
consider combining power communication network service
performance indicators to evaluate the reliability of power
communication network. The paper comprehensively considered the impact of service risk indicators on the reliability of
power communication network, and improved the reliability
of power communication network by means of service rerouting. Many research results are limited to small-scale power
communication networks, and lack of efficiency and accuracy
for reliability evaluation of wide-area power communication
networks.
In summary, scholars at home and abroad have made
remarkable achievements in the field of reliability evaluation
of power communication network and complex network community structure. However, due to the real-time requirement
of power business and the development of wide area power
communication network, the traditional reliability evaluation
method of power communication network has been unable
to meet the timeliness requirement of reliability evaluation.
Combining the community structure of complex network with
the reliability evaluation method of power communication
network, it is of practical significance to study the reliability
evaluation method of power communication network based on
community structure.
III. C ONSTRUCTION OF THE COMMUNITY STRUCTURE OF
POWER COMMUNICATION NETWORK

In order to facilitate the operation, control and management
of regional power grid. Generally, the power communication
network is managed by the way of zoning management. Zoning management makes some faults or control behaviors in the
partition have little influence on other partitions. Therefore, the
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Fig. 1. The idea of constructing node (link) reliability index

reasonable partition is the premise of scientific and effective
operation and control of power grid. In China, the division of
power communication network is usually based on the division
of administrative region. Because of the large consumption
of electric power in administrative region, a lot of control
information is needed to ensure the normal operation of urban
power supply and distribution. It is necessary to build a
complex power communication network. Therefore, the connection tightness of the network in the administrative region
is usually higher than that between the administrative regions.
This feature is quite similar to the community structure in
complex networks, and the way of community division can
better find the optimal partition from the network topology
itself. Therefore, it is of great significance and value to study
the partition of power communication network by community
mining [32], [33].
Community mining algorithms are mainly divided into two
categories: agglomeration [34], [35] and decomposition [36].
The basic idea of agglomeration algorithm is to add links
for nodes with higher similarity. In contrast, the decomposition algorithm usually removes links between nodes with
lower similarity. The community division needs to define the
modularity [37], the modularity is the method of measuring
the strength of the structure of the network community. The
higher the value, the better the effect of community division,
on the contrary, the community division effect is poor and
the lower the communication robustness of the nodes in each
community.


1 X
ti tj
Q=
Pij −
δ (Ci , Cj )
2M ij
2M
(
1 Ci = Cj
δ (Ci , Cj ) =
0 Ci 6= Cj
X
1
M=
Pij
2 i,j
X
ti =
Pij

(1)

j

For modularity calculation, as shown in Formula (1). Pij =
1 denotes that there is a link between node vi and node vj ,
otherwise it is 0. M represents the sum of all optical fibers
in the network, and ti represents the sum of all optical fibers
connected to node i. Formula (1) represents the proportion of
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Fig. 2. The flow diagram of algorithm

links connecting the internal nodes the community in the network, minus the expected value of the proportion of arbitrarily
connecting the two nodes under the same community.
The Fast Unfolding algorithm [38] can be used to cluster
closely connected communication stations to form a communication community. The algorithm is a heuristic algorithm that
has the advantage of high efficiency and good division effect.
It is a typical unsupervised learning algorithm. the stability of
the result is higher than the traditional data mining algorithm.
The traditional Fast Unfolding algorithm is an iterative algorithm, the principle of which is to continuously reconstruct
the community and the Q value of the whole network after
division is constantly increased. The algorithm consists of two
stages. The first stage is called modularity optimization, which
divides each node into the community where it is adjacent to
the node, so that the Q value is constantly increased; The
second stage, called community aggregation, is primarily the
aggregation of the first step of the community into a node,
i.e. the network is reconstructed according to the community
structure generated in the previous step. Repeat the above
process until the structure of the network does not change
[38], the main steps of the algorithm are as follows.
Step 1. Assuming that there are N nodes in the network.
In the initial state, a community number i is assigned to each
node i, then there are N communities in the network.
Step 2. For each node i, try to add its adjacent node j to
the corresponding community of i. If the modularity change
4Q of the network exceeds the threshold value after joining,
then accept the change. On the contrary, j still belongs to the
original community.
Step 3. When the number of iterations is less than the total
number of iterations, repeat Step 2.
The Fast Unfolding algorithm is improved to a parallelization program because the association and separation between
the nodes are independent. It can be applied to large-scale
community mining algorithms, and the time complexity is
also greatly improved. Parallelization of the fast unfolding
algorithm improves the efficiency of the algorithm. The flow
chart of parallel fast unfolding algorithm in Fig. 2, and the
corresponding pseudo code is shown in algorithm 1.

4

Algorithm 1 Parallel Fast Unfolding Algorithm
Input: graph G=(V, E), Step, Adjmatrix, 4Q, Vc (0)={Vc1 (0),
Vc2 (0),. . .,Vcn (0)}
Output: Community mining results C
1: for Vi ∈V do
2:
Vci =i
3: end for
4: Calculate Qbegin (0)
5: for t=1;t≤Step;t++ do
6:
parallel for Vi ∈V
7:
{Parallelization of each node}
8:
for i6=j and Vj ∈V and Adjmatrixij 6=0 do
9:
{vj is the adjacent vertex of vi }
10:
if Ci (t-1)6=Cj (t-1) then
11:
{If i and j do not belong to the same community
at t-1}
12:
Calculate Qupdate (t)
13:
if Qupdate (t)-Qbegin (t-1)>4Q then
14:
{When modularity increases beyond the threshold, Community vj becomes community vi }
15:
Cj (t)=Ci (t-1)
16:
end if
17:
end if
18:
end for
19:
calculate Qbegin (t)
20:
{Calculate the modularity Q after the end of the tround}
21: end for
22: for Vci (t)∈Vc (t) do
23:
C[Vci (t)] add vi
24:
{Put the nodes of the same community into the same
set}
25: end for
26: return C

The basic principle of the algorithm is that the community
ownership of a node in the t round is determined by the
community of the neighbor node of the t-1 round in the Step
round iterative process. In this way, the community division
state of t-1 round can be shared in distributed environment.
Calculating the community which each node belongs is an
independent events that can be parallelized in the t round.
In the iteration process of establishing power communication
network community model based on parallel fast unfolding
algorithm, the number of communities decreases gradually
with the merging of nodes, the modularity of the whole
network increases gradually, and finally tends to ease.
We divide the structure of power communication network
in 3 threads through the traditional parallelized Fast Unfolding
algorithm (best algorithm) and the improved parallelized Fast
Unfolding algorithm (parallelized Fast Unfolding algorithm),
and compare the convergence of the number and module of
the associations in the network under different iteration times,
to prove the availability and efficiency of the algorithm.
In the process of establishing the model of the power
communication network community, the relationship between
the number of communities and the number of iterations is
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Fig. 3. Changes in the number of communities in the process of community
mining by different algorithms
Fig. 5. Distribution of nodes of communities

Fig. 4. Modularity Value of different algorithms in the Process of community
mining

shown in Fig. 3, the initial number of communities is 138,
and the improved parallelized Fast Unfolding algorithm has
passed 350 iterations and finally converges to 10 communities.
In the convergence trend of the algorithm, the number of
communities converges quickly in the early stage and gradually stabilizes in the later stage. The improved parallelized
Fast Unfolding algorithm has the characteristics of fast convergence speed, high efficiency. The improvement of community
mining efficiency will effectively improve the efficiency of
the reliability evaluation of power communication network in
the follow-up process, and make it possible to evaluate the
real-time reliability of the wide area power communication
network.
Modularity is one of the important bases to measure whether
the division of community structure is reasonable. In the process of mining the power communication network communities, the change of the modularity of the power communication
network is shown in Fig. 4. with the decrease of the number of
communities, the modularity value continues to grow larger,
reflecting that each step of the community consolidation is the
preferred choice in the process of iteration. The consolidation
of associations plays an obvious role in the promotion of the
modularity value. After the community convergence is the
final number, the modularity value is also converged to 0.421,

and the improved parallelized Fast Unfolding algorithm finally
converges the modularity value after 350 iterations.
After the community division, the number of nodes in each
community of power communication network is shown in
Fig. 5. The number of nodes in the community is between
[10, 18]. The distribution of nodes in the community is
relatively uniform, there is no isolated community. Therefor,
the community division method has good effect. Such uniform distribution is very helpful for the parallel analysis of
subsequent reliability evaluation. If there is a problem that the
maximum number of nodes in the community is far greater
than the minimum number of nodes in the community, which
lead to the data skew problem in the process of parallel
processing. The problem of data skew can seriously affect
the parallelism of the program, the reliability evaluation of
the largest community determines the operation efficiency of
the whole program. Finally, the whole power communication
network is cut into 10 partitions by the community mining
model. These partitions are closely connected internally and
loosely connected between them. The variance of the number
of nodes in each partition is small, which is convenient to
analyze and mine the properties of each partition.
IV. P ROPOSED N ODE ( LINK ) R ELIABILITY M ETHOD
A. Reliability Analysis of Power Communication Network
The reliability of nodes and links in different communities
should be measured differently due to the different communities. In order to reflect this difference, we first define
the reliability of community structure. For the community
reliability, we use the vulnerable set of each community to
measure the reliability of different communities. The meaning
of the vulnerable set of a community is that when all edges
of the vulnerable set are interrupted due to random fault or
deliberate attack, the community will be disconnected from
all communities in the network, forming an independent connected branch. The more the number edges in vulnerable set is,
the less likely it is that the community will be disconnected
from other communities, and the more reliability it will be,
and vice versa.
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Fig. 6. An example of community vulnerable set

Fig. 7. Node comparison in community structure

Given a power communication network G=(V, E), its
community structure has been determined. Where V is the
vertex set and E is the edge set. Cx (x∈G) denotes the
community set and there is no intersection between communities. The vulnerable set of community x and y is defined
as: V cxy ={(u,v)∈E,u∈Cx ,v∈Cy ,x6=y}, As shown in fig. 6.
V c12 =e1 ,e2 . If all edges of Vcxy are destroyed, the community
x loses direct contact with the community y. Therefore, the
topological reliability index v(x,y) of community x and y is
defined as.

B. Node Reliability Analysis of Power Communication Network

v (x, y) = |V cxy |

(2)

Where |Vcxy | denotes the number of elements in Vcxy . For
community x, its vulnerable set Vcxy can be defined as follows.
Vcx =

[

Vcxy

(3)

y∈G

Therefore, the topological reliability CR(ci ) of community
i can be defined as.
|Vci |
x∈G |Vcx |

CR (ci ) = P

(4)

When community Ci is closely related to external communities, there are many elements in vulnerable set Ci , and the
disconnection of part of edges can not make community Ci
become a separate connected branch or island. Therefore, its
reliability is higher. As shown in Fig.4, The removal of any
link e1 or e2 do not make the community C1 or C2 become
an island, but the removal of e4 can make the community C3
become an island. It can be concluded that the reliability of
community C1 and C2 is higher than that of C3 .
Community reliability is defined to show that nodes (links)
in different communities have different reliability due to the
influence of the surrounding environment. For nodes (links)
in low-reliability communities, due to the faults of some
fragile (nodes) links, the ability to communicate with nodes in
the overall network will be lost. By constructing community
reliability, the reliability of the environment in which different
nodes (links) are located can be measured.

Different businesses have different requirements for realtime and reliability of power communication network. Power
communication network is mainly divided into trunk transmission network and metropolitan area network. Trans-regional
business dispatching and management is mainly carried by
trunk transmission network, and Power dispatching and information transmission in the region are mainly transmitted
by metropolitan area network. In these two kinds of power
communication network, there are communication nodes such
as power plant, power distribution station, substation and
power dispatch communication center. These nodes can be
divided into core nodes, backbone nodes and access nodes
according to different importance. Once the node is paralyzed,
it will cause huge loss to the network service transmission.
Therefore, it is necessary to analyze the reliability of the
communication node in the power communication network.
Community structure has an important impact on the reliability evaluation of nodes. As shown in Fig. 7, node 5 and node
6 have the same degree and should have the same reliability.
However, after the community is divided, the attributes of these
two nodes have changed a lot. Node 5 becomes the boundary
node, which is the bridge node between different communities.
Node 6 becomes the internal node of the community. The
boundary nodes of communities not only undertake the information transmission within communities, but also undertake
the information transmission between communities. They are
in a key position in the whole network, Therefore, when
measuring the reliability of different nodes, the reliability
of the community in which the node is located should be
considered, and the key position of the node in the whole
network should also be considered.
Based on the above analysis, we put forward an evaluation
index of node reliability based on community structure (CNR),
which combines the reliability of the community where the
node is located and the reliability of edge position where
the node is located. The definition is shown in the following
formula.
CN R (vi ) =

|C|
X
k=1

δ (i, k) CR (Ck ) × BR (vi )

(5)
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Where

BR (vi ) =

Q




|µadj
i |=0

1
Pt∈λin
i





eit
CR(Ck )

t
adj
k∈µ
i
Pt∈λin
i
t


δ (i, k) =

eit

6 0
|µadj
i |=

1i∈k
0 otherwise

(6)

(7)

P|C|
Where k=1 δ (i, k) is used to measure the reliability of the
community where the node is located. And —C— represents
the number of communities in the network. In order to measure
the reliability of edge position where the node is located. We
define the reliability of edge position where the node is located
BR(vi ). µadj
denotes the community set directly connected
i
denotes the number of elements in µadj
to node i. µadj
i .
i
in
λi denotes the neighbor nodes in the community which the
node i belongs. When there is an edge between node i and j,
eij = 1, otherwise, eij =0. BR(vi ) means that if a node i as a
bridge between different communities, then the reliability of its
community edge is related to the reliability of the communities
it connects. As shown in Fig. 5, the edge-position reliability
of node 5 is related to community C1 and C3 . Since nodes 2
and 8 belong to different communities with different degree
of tightness, the edge-position reliability should be different.
Pt∈λin
i
In order to show the difference,
eit is introduced
t
in Formula 6 to indicate the degree of tightness between
boundary node i and internal node of the community. The
value is negatively correlated with the edge-position reliability
of the node. The tighter the connection between the internal
node and the higher importance of edge-position of the node,
the lower the reliability of the node.
C. Link Reliability Analysis of Power Communication Network
Links are an important part of power communication network. The reliable operation of the link will directly affect the
reliability of the whole network. Links in power communication network are particularly prone to failures due to various
human and natural factors, which affects the reliability of the
power communication network. Traditional evaluation criteria
for links include maximum flow, minimum path set, shortest
path, minimum spanning tree, number of spanning tree, etc.
These traditional evaluation methods are suitable for smallscale power communication network. When the network scale
is increased, the calculation complexity of these indexes is
greatly increased, which can not meet the timely evaluation of
power communication network link reliability. In this section,
a link reliability evaluation method of power communication
network based on community structure is proposed, which
combines the community structure model of power communication network
As shown in Fig. 8. In the absence of community division,
all links in the network have no essential difference. However,
after community partition, the nature of links e1 and link
e2 has changed fundamentally. As a cross-community link,
e1 undertakes information exchange between communities. It

Fig. 8. Link comparison in community structure

plays an important role in information dissemination across
different domains. If it is attacked, it will cause great loss to
the integrity and connectivity of the whole network. The link
e2 is only the information transmission channel of the nodes
within the community. No matter in the ability of information
transmission or the importance, it is not as high as link e1 .
Therefore, it is necessary to distinguish the reliability of links
e1 and e2 when analyzing the reliability of links.
Through the above analysis, we proposes a link reliability evaluation index based on community structure (CER),
which divides power communication network links into intercommunity links and intra-Community links. The reliability of
different links is related to the reliability of their communities
and their own reliability. The definition is as follows.
 P|C|
P|C|

k=1 δ (i, k) CR (Ck ) ×
k=1 δ (j, k) CR (Ck )


×ESR (eij ) Cvi 6= Cvj
CER (eij ) =
P|C|


k=1 δ (i, k) CR (Ck ) × ESR (eij )

Cvi = Cvj
(8)
1
B (eij ) + 1

(9)

1i∈k
0 otherwise

(10)

ESR (eij ) =

δ (i, k) =

We use ESR(eij ) to measure the reliability of the link itself.
It is expressed by the reciprocal of link median B(eij ) of link
eij . Link median represents the proportion of the proportion of
the number of paths that all the shortest paths pass through a
link to the total number of shortest paths. It is a very important
global geometric quantity, which is usually used to measure
the reliability and importance of links. When the two ends
of a link are located in different community, the reliability of
the link is determined by the community reliability of the two
ends and the reliability of the link itself. When the two ends
of the link are in the same community, the reliability of the
link is only determined by the reliability of its community.
V. E XPERIMENT
In order to measure the design rationality of reliability index
of nodes (links), different attack models are used to remove
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attack on different nodes (links) of power communication
network. Then the rationality of reliability index is evaluated
by comparing the performance degradation of the network
under different attack modes.
A. Network Performance Evaluation Index
When a node (link) of the power communication network is
removed, the network performance will decrease. The greater
the network performance decreases, the lower the reliability
of the node (link) is. In this section, the performance of
power communication network is evaluated from two aspects
of network connectivity efficiency and connectivity.
Efficiency function is a function to measure connectivity
efficiency for complex networks. Which describes the average value of ”communication efficiency” between any two
different nodes in the network. When any nodes (links) in
power communication network are destroyed, the efficiency
of the whole network decreases accordingly. According to
different proportion and different ways to attack the nodes
in the network, we can get the whole network efficiency
of the power communication network under attack, so as to
evaluate the tolerance degree of different nodes (links) and the
damage degree of different nodes (links) to the whole network
efficiency under attack.
E (G) =
=

1
N (N − 1)
1
N (N − 1)

X

Eij

i,j∈G,i6=j

X
i,j∈G,i6=j

1
dij

(11)

Where N is the number of nodes in the network. εij represents the communication efficiency between the two nodes.
It is inversely proportional to the shortest distance between
two nodes. When i and j are not connected, εij =0. E(G) is
the average communication efficiency between any two nodes
of the whole network. When a communication node or link
is removed, the performance of the whole network will be
reduced, therefore, the value of the efficiency function will be
reduced.
For the power communication network, the connectivity
of the whole network is also a key factor to evaluate the
performance of the power communication network. Due to
the removal of nodes or edges, the power communication
network may be divided into multiple connected components
from a connected network, which seriously affect the network
performance. In order to evaluate the network connectivity, we
introduce the maximum connectivity S(G), which is defined as
the ratio of the number of nodes in the maximum connectivity
component of the network after the power communication
network node (link) fails and the total number of nodes in the
power communication network. The formula of the maximum
connectivity E(G) is
nr
(12)
N
Where N is the number of nodes in the network and nr is the
number of nodes with the maximum connectivity component.
S (G) =

In order to measure the connectivity efficiency and connectivity, the comprehensive network performance evaluation index
CNP is introduced, the index definition is as follows:
CN P (G) = E (G) × S (G)
CN P (G)
R=
CN P0 (G)

(13)

The size of network comprehensive performance index often
changes with the change of network scale. Therefor, for the
same network, its initial value has no effect on the change
of network efficiency. In order to reflect the changing trend
of network performance after being attacked, we introduce
the relative efficiency (R value) to evaluate the declining
trend of network efficiency, where CNP0 (G) represents the
comprehensive performance value when the network is not
attacked.
B. Attack Model
The attack model used in this paper includes two models:
random attack and deliberate attack. The attack process is to
select certain nodes and links to remove in turn, to calculate
the decline of the entire network performance of the power
communication network. Random attacks are used to simulate
random failures of nodes and links in the power communication network. In algorithm simulation, the principle of random
number will be used to fail the specified nodes and links to
simulate the attack; a deliberate attack is a point-specific attack
with a special nature in a power communication network.
Compare the changes in network performance after attack.
During the simulation process, two kinds of deliberate attacks
will be carried out on the node link, namely, high mesa attack
and low reliability attack. For example, for example, high
mesotype node attack is at some point, the serial number of the
node is sorted from large to small by the number size of the
node. And two node collections are established, respectively,
the unattacked node collection and the self-attacked node
collection, when attacked, the node with the highest number
of collection mediations in the collection of never-hit nodes is
placed in the collection of the attacked nodes, and the edge
associated with the node on the network topology is removed,
and observe before and after the removal of the nodes. The
degree of change of the r value of network relative efficiency.
C. Result analysis
This simulation is based on the backbone network ARPA
[39] of the famous network 1979’s Arpanet. It is a mediumsized network with 20 nodes and 32 edges. The result of
community mining for Red ARPA is shown in Fig. 9 by our
proposed algorithm.
As shown in Fig.8, nodes {1,2,3,4,4,8,14,16} belong to
community 1, nodes {7,13,15,20} belong to community 2,
nodes {5,6,9,11,12,17} belong to community 3, and nodes
{10,18,19} belong to community 4. The reliability of the
community can be calculated according to formula (4) as
shown in TABLE I.
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Fig. 10. R value under three attacks on nodes

TABLE I
R ELIABILITY OF EACH COMMUNITY
Community Number
CV(Ci )

1
0.2

2
0.33

3
0.27

4
0.2

TABLE II and TABLE III lists the reliability of each node
and each edge.
The seven nodes with the lowest reliability are {5, 12,
13, 15, 17, 18}. Most of these nodes are bridging nodes
between associations, which are responsible for the exchange
of information between the associations, and are critical nodes
in the entire power communication network, which can cause
great damage to the entire network. Causes a significant
decrease in the performance of power communication network.
The seven links with the lowest reliability are (9,10), (1,13),
(8,15), (17,18), (5,18), (12,13), (11,15). Most of these links
are associative links between communities, and the reliability
of these links to associations is low. The disconnection of
such links will damage the connectivity of the whole power
communication network, and the communities are easy to form
isolated islands, resulting in the inaccessibility of information
transmission. The protection of such links helps to ensure the
connectivity of the whole network.
In order to verify the rationality of the reliability of the
calculated nodes (links). Random, low-reliability and highbetweenness attacks on the nodes (links) with low reliability
in the network. The changes of network performance under
different attack modes are compared. The nodes and edges
selected based on the three attack modes in the simulation
process are shown in TABLE IV respectively.
According to the sequence of attack nodes (links) in the
three attack modes selected above, the network performance
decline curve of the number of attack nodes (links) is drawn
to detect the impact of different nodes (links) on the overall
network performance. The curve is shown in the following
figure.
From Fig. 10, it can be seen that the relative efficiency R
of the network decreases faster than that of random attacks
by deliberately attacking nodes with high-betweenness or
low reliability. This shows that the power communication

Fig. 11. R Value under three attacks on links

network is vulnerable to deliberate attacks, and accords with
the robust and fragile scale-free characteristics of the power
communication network. the power communication network
has high median or can be attacked. When the reliability of
nodes is low, the decline trend of R value curve is more
obvious. Attacking these nodes will have a huge impact on
the network performance. Compared with attacking highbetweenness nodes, attacking low-reliability nodes will have
a more obvious impact on the network performance, especially after attacking some low-reliability nodes, the connected
network becomes many uncorrelated connected components.
The performance of the network decreases obviously when the
connected components are correlated. It can be concluded that
the index presented in this paper can be used as the evaluation
index of node reliability.
As shown in Fig.11, similar to node attack, this paper attacks
links in the network in three ways, namely random attack,
deliberate attack on edges with high link median and deliberate
attack on low-reliability links evaluated by this index. From
the above figure, we can see the impact of deliberate attack
on network performance. Greater. In deliberate attacks, the
damage of low-reliability links has a greater impact on network
performance, and the decline of value curve is larger than
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TABLE II
R ELIABILITY OF EACH NODE
Community Number
1
5
9
13
17

CNR
0.033
0.027
0.018
0.017
0.027

Community Number
2
6
10
14
18

CNR
0.067
0.068
0.027
0.067
0.027

TABLE III
R ELIABILITY OF EACH LINK
Link
number
(1,2)
(3,4)
(5,6)
(6,9)
(8,16)
(10,18)
(12,17)
(17,18)

CER
0.194
0.191
0.266
0.234
0.199
0.199
0.236
0.051

Link
number
(1,3)
(4,14)
(5,11)
(7,13)
(8,15)
(10,19)
(14,16)
(18,19)

CER
0.197
0.193
0.258
0.320
0.059
0.191
0.191
0.191

Link
number
(2,14)
(4,8)
(6,11)
(7,15)
(9,10)
(11,15)
(15,20)
(1,13)

CER
0.190
0.184
0.257
0.314
0.050
0.078
0.303
0.050

Link
number
(2,3)
(5,18)
(6,12)
(7,20)
(9,17)
(12,13)
(16,20)
(9,11)

CER
0.197
0.051
0.259
0.315
0.255
0.084
0.063
0.254

Community Number
3
7
11
15
19

CNR
0.067
0.110
0.03
0.009
0.1

Community Number
4
8
12
16
20

CNR
0.067
0.033
0.027
0.033
0.033

with lower reliability should be reduced. The business
importance rating of the business characteristics of the
power communication network is graded, and for key
business, if the business is transmitted through a link
(node) with lower reliability, it needs to be re-routed to
avoid these low reliability nodes and links. In this way, it
can not only ensure the normal operation of key business,
but also reduce the business pressure of these nodes and
links.
VII. C ONCLUSION

that of R-value curve under high-median attacks. Emphasis on
protection of such low-reliability links in the network helps to
ensure the stable operation of the network. Thus, the power
communication network links set in this paper can be used.
Reliability model has certain reference value for the protection
of power communication network.
VI. T HE C OPING S TRATEGIES IN THE FACE OF
D ELIBERATE ATTACKS
Through the above simulations, it can be seen that when
the key nodes or links in power communication network are
deliberately attacked, the performance of power communication network will decrease rapidly. More seriously, if several
key nodes or links are damaged at the same time, the whole
power communication network will be paralyzed. Therefore,
strengthening the protection of key nodes (links) plays a key
role in improving the stability of communication network. In
the real world, there are usually several measures to protect
the key nodes and links.
• For power communication network nodes with low reliability, they can be protected by replacing equipment
in time and increasing equipment redundancy (such as
hot standby for communication sites, switching between
master and backup, etc.). Although these methods do
not improve the robustness of the network itself, they
are greatly improved from the angle of attack-defense. It
reduces the probability of attack on low reliability nodes.
• For links with low reliability, the strategy of increasing
the number of edges can be used to reduce the critical
degree of links in the whole network. By adding communication lines, the robustness of power communication
network can be effectively improved and effectively avoid
the sharp drop in network efficiency caused by deliberate
attacks on low-reliability links.
• From the point of view of power communication network business, the business pressure on nodes (links)

In this paper, firstly, the topological structure of power communication network is analyzed, and the obvious community
structure of power communication network is confirmed. Then,
the improved parallel community mining algorithm is used
to mine the community structure of power communication
network. Based on the community structure, the reliability
evaluation indicator of node (link) of power communication
network is constructed. Compared with the traditional reliability indicator, our indicator not only consider the influence
of the environment of nodes (links) on the structure of power
communication network, but also improve the reliability evaluation rate of nodes (links), it can be applied to the reliability
evaluation of power communication network nodes (links).
In order to verify the rationality of the reliability indicator
of the node (link), this paper uses three methods of random
attack, low reliability and high betweeness to attack the
designated node (link) of the power communication network,
and compares the network efficiency change after the attack.
In the simulation process, it is found that under the deliberate
attack strategy of low reliability nodes (links), the network
performance of the communication network decreases faster.
The damage of these nodes (links) has more obvious effect
on the performance of the network, and the rationality of the
reliability evaluation indicator of this paper is verified.
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